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Viapps solution

Another Opensource initiative of AGS Group in Dec 2011
2 year+ of active development
Enterprise Virtual Appliance Factory solution

Enterprise support services

AGS

(slobal Services
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Current Scenario

» The number of services in data centers is increasing
» Virtualization infrastructure in data centers is very high

» The degree of implementation of “Cloud Automation” solutions
in enterprise is still low

* The need to optimize time and money in the process of
installation, configuration, maintenance and service
management in data centers is very high

» All companies use basic network infrastructure services like
Firewalls, DNS/DHCP/NTP servers, mail Relays, IP Load Balance,
proxys Web,...

NZ Vla p pS Follow @viapps http://viapps.org



What Is Viapps?

= [tis an automation live cycle solution of infrastructure services on
cloud environments

= |t allows to create, install, configure, update, manage, monitor and
audit network infrastructure services like Firewalls, DNS/DHCP/NTP
Servers, HTTP Proxy, SMTP Gateways and IP LoadBalance

» Based on opensource components Chef Server and our own
development

* |t can be deployed on any cloud/virtualization environment, private
Clouds, public Clouds or hybrid Clouds

» Extensible, new functionalities and services can be incorporated
through new module development

= |tis based on a RESTful AP, allowing it to be integrated with third
party platforms
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What does Viapps allow you to do

= Fast and easy deployment of infrastructure services

» Global deployment and local management. It allows to delegate
management to local administrators

* Virtual Appliance Full life cycle support

» (Configuration and security management of network services

* Maximizing the benefits of the cloud in a corporation

* |mproving the productivity of system and network administrators

» Very easy deployment of opensource infrastructure services very
easy, allowing corporates to save time and money in resources and
licenses
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Viapps general overview
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Viapps solution

customer cloud infrastructure
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Viapps solution. Full Life Cicle support
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Full life cycle support

 Install: The supply process begins from the CMI, and it
relies on Chef Server to send all required recipes to VM
in order to install the firewall server

» Basic Configuration: The configuration needed to start
working. This is executed by Chef Server with data
provided by CMI.

» Advanced Configuration: Applying rules by default,
applying security policies, providing interfaces, paths,...
It will all will be execute from CMI
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Full lite cycle support

Update: Applying every kind of updating to the
software base, 05 as well as Applications like
shorewall and others..... Recipes will be sent from Chef
Server. Private RPM repository will be used.

Administration: OS as well as Firewall Service
configuration management. Creation of rules, objects,
attributes, etc...

Monitoring: Platform and Service Monitoring,
performance trending, updating status, etc...

Audit: Logs concentration of the different nodes,
validating configuration, access, etc...
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Flavors catalog available today

* Managed Firewall: Statefull Firewall based on iptables and shorewall.
With central management interface, including objects and rules shared
by any firewall node

» HTTP Proxy: HTTP Proxy Server based on Squid software. It is ready
to act as reverse proxy to accelerate content or direct proxy to allow
internet access to an internal network.

* SMTP Gateway: Mail Relay Server based on Postfix software

= |P Load Balance: IP Load Balance service based on Linux Virtual Server
(IPVS), support for TCP/UDP protocol,...

* DNS/DHCP/NTP Server: DNS/DHCP/NTP Server based on bind and isc
dhcp software. It is ready to support from simple architectures to
complex ones with multiple nodes.

= [more to come...]
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Viapps Releases

Community
Edition

= GNU v2 license
» Open roadmap
» Community driven

= Support services
availables

%< viapps

Enterprise
Edition

Certified stack
Long term support
Enterprise ready

Advance features
like, cluster
support, ...
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Pay per use

All the advantatges
of Enterprise Edition

http://viapps.org
© OPEN CLOUD SOLUTIONS S.L.



Main Dashboard

N i
7S V|aDDS N

Dashboard Manage Configuration Logs  stats zﬂ

logout [admin
Dashboard @

VAPPs created and requested

Firewall . Se— | — [ | Firewalls

VAPPs running (e

H
I

i - | SMTPs

-]
=
]

-

Bs

o
L]
-
-
w
=

DNSs

M CHEF REPO ooes

Proxies

Status of VAF Infraestructure

stign - Rew. 1313
Copyright AGS 2012 *

FEEET - WSN 1373
cobhudpg vez 5073 DT prowoe A

|

ge2fLICLE
2f9fn2 oL AVE L o,

.

:;It:é Via p pS Follow @viapps http://viapps.org



CMI Screenshots
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CMI Screenshots
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CMI Screenshots

7‘-»'g;wapps

| L. = S.‘C
 Dashboard Manage Conﬁguratit;n -Lngs stats - — e a8
= e — _ logout [admin]
Dashboardo Applnanceso x Backups lII:mvaﬂO x = ST —
i A&id new Delate Save Discard Refresh Restore Download - .
(il Save filter i — —
Neme e —— — .
- = Timestamp  Result Link B ————
f ... | Mo filter applied —— i —— ’
VAFP_ID7_BK
: 0 32813 ok mWD-ZGJWGESI}lDDDG.Igz .
@IRY
IAPP_ID7_BKO 29013 ok backup-20130329040010 tgz
o) VAFP_ID7_BK0O 3300113 ok backup-20130330040005 tgz
2| VAPP_ID7_BK0D 3113 ok backup-20130331040006 tgz
A VAPP_ID7_BKOD HLl3 ok backup-20130401040012 tgz
3 4| VAPP_ID7_BKO 4213 ok backup-20130402040005 tgz
VAPP_ID7_BKD 313 ok backup-20130403040008 tg2
") VAPP_ID7_BKD 4413 ok backup-20130404040015 tg2
)| VAPP_ID7_BKD 45113 ok backup-20130405040007 tgz
()| VAPP_IDT_BKD 46113 ok backup-20130406040009 192
|| VAPP_ID7_BKOD 4113 ok backup-20130407040012 gz
| VAPP_ID7_BKO w8i13 ok backup-20130408040017 tgz

==t~ T ion - Rew 1313 -
Copyright AGS 2012 - Report buglsuggestian. - Rt 555
} N e T - Ben 73713
_— = cobhudpe vea 5075 - oy prioE :

Backup management of deployed VAPPs

NZ Vla PPS Follow @viapps http://viapps.org

© OPEN CLOUD SOLUTIONS S.



CMI Screenshots

NE Vlapps Ty Rl N .Z

| Dashboard Manage conﬁguratlan Logs Stats I

6o Ht

550 M

500 M

450 0

)

(o)

(ow]

[ Week | a0om
onth |

mOM|

Bytes

250H 1

200 1 |8 = =

x.  47.8M Last
23.8M Last
x.  98.3M Last
X. 344.8M Last

Copyright AGS 2012 - Mﬂmﬂm Rev. 1332
cobludpr wea 5075 - S5O prdlEnaaesoy - HeN 1333

Performance monitor of a VAPPs

NZ Vla PPS Follow @viapps http://viapps.org

© OPEN CLOUD SOLUTIONS S.



CMI Screenshots
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CMI Screenshots
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28 29 30 E 2 3 4 May 1 23:32:12 dnsOl dhclient[1134): DHCPREQUEST on eth0 to 10.10.104.2 port 67 (xid=0xSc026754)
5 6 7 8 9 10 11 May 1 23:32:12 dns0l dhclientl1134]: DHCPACK from 10.10,104.2 (xid=0x5c026754)
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May 1 23:58:18 dns0Ol dhclient[1134]: DHCPACK from 10.10.104.2 (xid=0x5c026f54)
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CMI XPRESS — DNS/DHCP/NTP Screenshots
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CMI XPRESS — DNS/DHCP/NTP Screenshots
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CMI XPRESS — DNS/DHCP/NTP Screenshots

Vl g p pS _dnsol.va;f .

10.10.104. 164/CMI_IXO1AL D.rc1. 1332
ogout [admin]
Dashboard Setup Manage Configuration Logs = ‘

Dashboard @ | DNS Zones @ * Records (rmiydermain.vaf)

Add new Delete i Edit SOA Refresh
HNum Name Class Type Values
1 o 3 M = lecalhast. admin mydomain.com 13684340986
Hopman ! QA 10800 3500 604800 IB400
2 mydomain val. M NS localhost
3 W miydomain val IN A 192 168,104 .10
x Check Records File
Refresh time 10800 | [seconds =
Transfer retry time 3600 | |Seconds x
Expiry time 604800 Seconds |-
Megative cache time 38400 | |seconds -
email admin@myemail vaf
Nameserver (192.168.1.1
['Mepur [ Cancelar

Copyright AGS 2012 - Report buglsuggestion - Rew. 1332

=Eoi pAtEnadesor - Hen 1333

Manage DNS SOA information

NZ Vla PPS Follow @viapps http://viapps.org

© OPEN CLOUD SOLUTIONS S.



CMI XPRESS — DNS/DHCP/NTP Screenshots
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CMI XPRESS DNS/DHCP/NTP Screenshots
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CMI XPRESS - Firewall Screenshots
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CMI XPRESS - Firewall Screenshots
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CMI XPRESS - Firewall Screenshots
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CMI XPRESS — Firewall Screenshots
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CMI XPRESS - Firewall Screenshots
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CMI XPRESS - Firewall Screenshots
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! Host twil-inat tw public interface 192.168.104.157 twilinet

Il Host twill-dmz tw dmz interface 172.16.104.10 twildmz
I Host twi1-trust fw trust interface 10.10.104.10 twiltrust

Tl Host smtpd0-dmz smitp00 sendice interface 172.16.104.12 smtpd0dmz s

Z Host smtp00-trust smip00 trust interface 10.00.104.12 smtpOOtrust sm
! Host px0l-dmz proxy0l senvice intérface 172.16.104.11 prildmz il 3
" R — —— e— &4

Add object Epﬁrj [ cancel
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Firewall Add Rules with objects from CMDB
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CMI XPRESS - Firewall Screenshots
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5 B = logout [admin]
Dashboard Manage Configuration Logs

Dashboardo | Zones @ ;.;;' Interfaces @ x| Policies @ x| Rules @ X:Masquerading Rules @ x NAT@ x

Add new Dalete Edlt Save newarder Discard new order Refresh Deploy

Ontgnmg inierlm Nemnrk SNAT address Protocol _ Restrict to ports | IPsec options. -
eth2 1?2.16.10‘.0!24 192,168.104.157
eth2 10.10.104.0/24 192.168.104.157

374 Vlapps  fwol.vaf [

10.10.104. 10/CMI_IX01Av1.0.rc1, 1332 m

T = . :
Dashboard Manage Configuration Logs logout [admin]

'Dashboardo | Zones @ x' Interfaces @ x| Pohcnesg x Rulesa x' Masquerading Fules @ x'NATo x

Add new Delete Edit Save new order Discard new order Refresh Deploy

[interface identitier | ~ Interal address Active for all hosts Active for firewall system |

ethz 192.168.104 158 172.16.104.14 yes no

Firewall Masquerading and NAT management
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Viapps Professional Services

Cloud Automation Consultancy

= Setup an architecture and a methodology that better fits your customer needs, trying to maximize
benefits of cloud technologies.

= Offers a full suite of professional services and training to help your organization get on the road to
success with Viapps solution. Our expertise in deploying complex enterprise infrastructure can help your
team build strong skills and positions you to independently succeed long term.

Installation

= Setup Viapps in the customer site with services like installation, configuration, customization or
optimization the solution to meet your needs

Support service levels

= Depending of the criticity of the service, there are different types of support services, like email, 8x5 or
24x7

Viapps development

= Develop specific functionalities that our customer is interested, like integration with 3rd party platforms,
add new services or flavors to the solution catalog,...

Training and Skill Development

= QOur experts can train your team with an on-site Viapps Fundamentals class.



more info about Viapps

http://viapps.org
http://youtube.com/viapps
https://redmine.viapps.org

@Viapps
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